Quantum-key distribution is an application of quantuminformation science that provides a way to establish identical and secret random bit sequences (or keys) between remote parties over an authenticated but untrusted communication link. Its security is guaranteed by the laws of quantum mechanics. Combined with one-time pad encryption, information-theoretic secure communication is possible.
Polarization mode dispersion in the lithium niobate (LiNbO 3 ) phase modulator impacts the quality of qubit generation and results in an enhanced qubit error rate. To solve this problem, we designed a basic unit that is comprised of a phase modulator and a Faraday mirror. A basic unit changes the light polarization according to voltage pulses applied to the phase modulator, while the polarization mode dispersion is automatically compensated by the Faraday mirror. 3 We built intensity and polarization modulators by preceding basic units by a polarization beam splitter and a polarization-maintaining circulator, respectively. Figure 2 shows a photograph of our modulators.
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Figure 2. Photograph of our intensity (bottom layer) and polarization modulators (upper layer).
The key-generation procedure is controlled by two separate field-programmable gate arrays, which control home-made circuits to drive the laser diodes and phase modulators on Alice's side and acquire signals from the detectors on Bob's side. Detection events are transferred to Bob's computer and error correction is performed based on low-density parity-check codes.
Quantum framing refers to time-division multiplexing of sequences of strong laser pulses (data header) and qubits (quantum data), which are generated alternately. A data header and the subsequent quantum data form a quantum frame. Alice can encode information in the data header, allowing, for instance, compensation of quantum-state transformations during transmission to Bob, routing of qubits in a network environment, clock synchronization, and time tagging of detection events. Moreover, quantum frames provide a framework to integrate quantum-key-distribution systems from different vendors in an open quantum network, e.g., by adding information specific to the protocol used. In our system, Alice generates data headers in suitably chosen polarization states with laser diode LD c . On Bob's side, the data header is detected by polarization controllers, which allow compensating of the polarization transformation during transmission. Figure 3 shows the results of a 37hr test over a 12km dark fiber link between laboratories at the University of Calgary and SAIT Polytechnic. Clearly, quantum-key distribution with quantumframe-based polarization stabilization is possible.
In summary, we proposed and have tested a fiberbased polarization-encoding quantum-key-distribution system employing quantum frames for channel stabilization. In the future, we intend to use quantum frames for clock synchronization and routing of qubits in a network environment, and improve the secret-key rate through development of high-speed single-photon detectors. Steve Hosier teaches advanced Internet working and is principal investigator for quantum cryptography. He is also director of engineering for Indus Technologies Inc. His previous employment includes Pratt and Whitney Aircraft in Mississauga (Ontario), General Electric Canada (Toronto, Ontario), and the Canadian Navy in Victoria (British Columbia).
